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1.1INTRODUCTION


In this ultramodern period, computers and the internet are major communication media that connect different region of the world as one global virtual world. As a result, people can smoothly switch data and distance is no longer a barrier to message. Still, the protection and security of long- distance communication remains an issue. This is specifically major in the case of private data. The need to break this problem has led to the development of steganography schemes. Steganography is a strong security tool that provides a high degree of security, particularly when it's combined with encryption.
Steganography differs from cryptography. The aim of cryptography is to secure messages by modifying the data into a form that an eavesdropper can not understand. Steganography methods, on the other hand, tend to hide the existence of the communication itself, which makes it tough for an viewer to figure out where the communication is. In some cases, sending encoded data may drag attention, while unnoticeable data will not. Accordingly, cryptography isn't the smart solution for secure communication; it's only part of the result. Both sciences can be operated simultaneously to better secure data. In this case, even if steganography fails, the communication can not be recovered because a cryptography method is applied as well. 
The performance of a steganographic system can be measured applying several properties. The most important property is the statistical undetectability (imperceptibility) of the data, which shows how tough it's to determine the actuality of a isolated communication. Other associated steps are the steganographic capacity, which is the max data that can safely embedded in a work without having statistically detectable things, and robustness, which refers to how easily the steganographic system resists the extraction of isolated data.
Nearly all digital file formats, with a high degree of redundancy, are known for their being used for steganography, the excess zone relate to those zone capable of change without any possibility to discover the change. Image and audio files satisfy this demand specifically well. In fact, digital pictures are the most used carrier file formats owing to their popularity on the internet. There are a number of steganographic methods that allow one to hide a secret communication in an picture file, all of which have corresponding strong and weak points. Different steganographic methods are used for different operations. Ultramodern steganography categorizes two main classificatory schemes for the taxonomy of algorithms. The first distinguished algorithm is based on file type. The alternate is a more extensively habituated scheme, where its categorization is based on an embedding method, which is the main focus of this paper.
Steganography word is appeared from Greek terms Steganós (Covered), and Graptos (Writing) which literally means “ cover writing”. normally steganography is known as “ unnoticeable” message. Steganography means to hide communications existence in another medium (audio, videotape, image, message). Now steganography systems use multimedia objects like image, audio, videotape etc as cover media because people frequently communicate digital pictures over mail or share them through different internet communication operation. It's different from protecting the true content of a communication. In simple terms it would be like that, hiding data into different data. 
Steganography means isn't to alter the structure of the secret communication, but hides it inside a cover- object ( carrier object). After hiding operation cover object and stego- object ( carrying isolated data object) are similar. So, steganography (hiding information) and cryptography ( guarding information) are completely different from one another. Due to invisibility or isolated factor it's tough to recover data without known operation in steganography. Detecting process of steganography known as Steganalysis.  



















1.2 WHAT IS STEGANOGRAPHY?


Steganography is the use of various techniques to hide data from unwanted eyes. In old times, steganography was substantially done physically. Steganography, the practice of hiding data, has been around for centuries. And in parallel to technological advances, steganography has also developed and adapted with the arrival of computers and the internet. 
 Digital steganography generally involves hiding data inside harmless files like as images, videotapes, and audio. 
 Now, digital steganography is one of the major factors in the toolboxes of intelligencers and malicious hackers, as well as human rights activists and political dissentients. 

















1.3 HOW STEGANOGRAPHY WORKS?


Steganography works by hiding data in a way that doesn’t arouse dubitation. One of the most popular methods is least significant bit (LSB) steganography. In this type of steganography, the data hider embeds the secret data in the least significant bits of a media file.  For illustration, in an image file each pixel is comprised of three bytes of data corresponding to the colors red, green, and blue.
 LSB steganography changes the last bit of each of those bytes to hide one bit of data. So, to hide one megabyte of data using this system, you ’ll need an eight-megabyte image file. Since modifying the last bit of the pixel value does n’t affect in a visually distinguishable change to the picture, a person viewing the original and the steganographically modified images wo n’t be able to tell the difference. 
The same scheme can be applied to other digital media (audio and videotape), where data is hidden in corridor of the file that result in the least change to the audible or visual output.  Another lower popular steganography method is the use of word or letter swap. Then, the sender of the secret communication hides the text by distributing it inside a much larger text, placing the words at specific intervals. 
 While this swap system is easy to use, it may also make the text look strange and out of place, since the secret words might not fit particularly well into their target sentences. There are other types of steganography, similar as hiding an entire partition on a hard drive, or embedding data in the title section of files and network packets. The effectiveness of these styles depends on how important data they can hide and how easy they're to discover. 










1.4 FEATURES OF THE PROJECT

Steganography is applicable to, but not limited to, the ensuing areas:
 1) Private message and secret data storing 
 2) Protection of data change 
 3) Access control system for digital content distribution 
4) Media Database systems 
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2.1 AIM

The aim of the project is to design and build project that will send and receive secret and confidential messages through images.







2.2 OBJECTIVE AND SCOPE

The objective of steganography is to hide a secret message within a cover-media in such a way that others cannot discern the presence of the hidden message.
Steganography is one of the techniques applied for the secret exchange of data and it can be defined as the study of unnoticeable message that normally deals with the patterns of hiding the existence of the communicated communication. In this way, if successfully it's achieved, the communication doesn't attract attention from eavesdroppers and attackers. 
Applying steganography, data can be hidden in different embedding mediums, known as carriers. These carriers can be images, audio lines, videotape files, and textbook lines.  








2.3 FUNCTIONAL REQUIREMENT

After a detailed inception and elaboration, we analyzed the following are the functional requirements of the project.
For the functionality of the project, this project will require user interaction and some requirements for the processing.
This system encounters two types of users: the Sender and the Receiver or in other words the Encoder and Decoder.
The Sender/Encoder is required to enter only text document for encryption, otherwise the system will not be able to perform the encoding of the image. Also, he/she must select a key for encrypting the plain text message into cipher text.
The Receiver/Decoder is required to first open the image file sent to him/her by the Sender/Encoder. He/she then needs to enter the key shared between him/her and the sender. Only if these parameters are the same on both the sides, the message will be properly decrypted.





2.4 SYSTEM REQUIREMENT

· Hardware Requirements:
         Processor Speed: 1.5GHZ.
         RAM: 2GB.
         Disk Space: 3GB.





3. PROBLEM STATEMENT


The aim of the project is to design a steganography system for text documents. The input to the system on the encoder side is the text entered by the user. The final output will be an image consisting of hidden secret or confidential messages. This image will be the input to the system on the decoder side. The output on the decoder side will be the text document.
The encoder will be required to enter key for encryption of the text entered. The decoder will also be required to enter same key on the receiving side.
The basic working of the system is as follows. The text entered by the encoder is covered under the image with the key, on receiver side the decoder will require same key to decrypt the hidden text given by the sender.

    

















   4. FEASIBILITY STUDY
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  4.1 FEASIBILITY STUDY

A feasibility study is a preliminary study undertaken to determine and document a project visibility also known as feasibility study. The term feasibility study is also used to refer to the resulting document. The results of this study are used to make a decision whether or not to proceed with the project. If it indeed leads to a project being approved, it will-before the real work of the project succeed. It is an analysis of possible alternative solutions to a problem and recommendation on a on best alternative. It, for example, can decide whether an order processing be carried out by a new system more efficient than the previous one. A feasibility study is an important part of creating a business plan for a new enterprise, since it has been estimated that only one idea in fifty is commercially viable. If a project seems to be feasible from the result of study, the next logical step is to proceed with it. The research and information uncovered in the feasibility study will support the detailed planning and reduce the research time.




4.2 TECHNICAL 

Technical feasibility refers to the ability of the process to take advantage of the current state of the technology in pursuing further improvements.
The project is developed in python. This application can be accessed by a desktop or laptop. Ms Access Database serves as backend as well as frond end in few form.









4.3 OPERATIONAL

There are two aspects to check the operational functionality of the system. One is of the sender and another is receiver. Application can be tested with variable inputs and the outputs as desired. This system will help the user to transfer the confidential messages.




4.4 ECONOMIC

The economic feasibility is carried out to know the financial viability of the project in terms of the amount of investment in the system and the output expected. It also includes the cost involved at the time of development of the system as well as future cost in terms of maintenance and other miscellaneous expenditure. Since the hardware and software requirements are easily available at affordable cost, cost of development is very low.











5. TECHNOLOGY USED


5.1 Ms Access Database
Microsoft Access, also known as Microsoft Office Access, is a database management system from Microsoft that combines the relational Microsoft Jet Database Engine with a graphical user interface and software-development tools. It is a member of the Microsoft Office suite of applications, included in the Professional and higher editions or sold separately.
Microsoft Access stores data in its own format based on the Access Jet Database Engine. It can also import or link directly to data stored in other applications and databases.

5.2 Python
Python is an interpreted high-level general-purpose programming language. Its design philosophy emphasizes code readability with its use of significant indentation. Its language constructs as well as its object-oriented approach aim to help programmers write clear, logical code for small and large-scale projects.













6. DESIGNING
6.1 Use Case Diagram
6.2 Activity Diagram
6.3 Class Diagram
6.4 Flow Chart




















6.1 USE CASE DIAGRAM














6.2 ACTIVITY DIAGRAM









6.3 CLASS DIAGRAM


















6.4 FLOW CHART
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