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1) Preliminary Investigation :
 Introduction :
As time passes, the world is becoming more connected due to internet and new
networking technology. Due to open nature of Internet, security of network has hold
attention. With the development of new technologies, organization is now moving its
business functions to public network, and thus a huge amount of personal, commercial
and organization's information are available on networking infrastructures worldwide.
Thus a set of precautions are taken to ensure the data cannot be compromised or
inaccessible to unauthorized person. Network access in unauthorized by an outside
hacker or a disgruntled employee can intentionally harm or destruct exclusive
information which adversely influences organization benefit, and upset the
proficiency to contend in business. In this manner, Network security is happening to
incredible essentialness due to intellectual property that could be gained through the
web with some effort. Network security measures includes scanning and vulnerability
analysis along with penetration testing. Network scanning is fundamental for
gathering information about the real state of computer systems or networks. It is a
system for identification of active hosts on a network, with the end goal of security
assessment of network. Vulnerability Assessment is a systematic analysis of security
status of Information systems. Both techniques are the most comprehensive service
for auditing, penetration testing, reporting and patching for any organization's
network.
 What is network scanning?
Network scanning or enumeration is a computer program used to retrieve usernames,
hostnames, shares and services of networked computers. Network scanning, which
can likewise be said as Network Security Scanner, is a complete networking utilities
bundle that incorporates an extensive variety of tools for network monitoring, network
security auditing, vulnerability auditing and more.

















IP scan : IP scanner tool used to test whether a specific host is reachable over a
network. It is furthermore used to individual test the network interface card of the
device, or for speed test. The work of ping is done by sending ICMP - echo request
packets to the target and listening for ICMP - echo response. The round trip time is
measured by ping, it moreover records any packet lost and prints when finished a
measurable rundown of the echo response packets retrieved, the minimum, mean, max
and in some versions the standard deviation of the round trip time.

Host scanning : It is the ability of scanning over the network and recognize the live
hosts and conjecture the OS of the remote host with installed programs into the
remote hosts is called Host Discovery.

Port scanner : It is a piece of software intended to search a network for open ports.
This is for the most part utilized by administrators for checking the security of their
networks. In TCP/IP protocol stack, host and host services are alluded in this system
utilizing two parts: an address and a port number. The unique and usable port
numbers that are accessible are 65536. Just constrained extent of numbers are utilized
by most administrations; when the service becomes critical enough these numbers
will be inevitably gotten assigned by the IANA.

























ABSTRACT

Complete Web Vulnerabilities Scanner is developed for creating scanning whole
Network . This web application is to be conceived in its current form as a
dynamic site- requiring constant updates both from the clients as well as the
developer. On the whole the objective of the project is to remove the vulnerabilities
which is founded by this application. A great number of web application
vulnerabilities are leveraged through client-side submission of unexpected inputs.
While it is clear these vulnerabilities are complex and widespread, what is not clear is
why after over a decade of effort they remain so prevalent. This paper explores a
number of methods for combatting this class of threats and assesses why they have
not proven more successful. The paper describes the current best practices for
minimizing these vulnerabilities and points to promising research and development in
the field.































System Analysis
System analysis is an important phase of any system development process. The
system is studied to the minute details and analyzed. The system analyst plays the role
of an interrogator and dwells deep into the working of the present system. In analysis,
a detailed study of these operations performed by a system and their relationships
within and outside the system is done. A key question considered here is, “what must
be done to solve the problem?” The system is viewed as a whole and the inputs to the
system are identified. Once analysis is completed the analyst has a firm understanding
of what is to be done. This project is aimed at developing a web-based for a company.
This document provides details about the entire software requirements specification
for the CWVS. The project Complete Web Vulnerabilities Scanner(CWVS) is aimed
at developing a web-based and more efficient crawler and Scanner form EXISTING
SYSTEM. Input injection attacks may serve a number of ends. Generally, they are
preferred by malicious users as a way to obtain restricted data from a back end
database or to embed malicious code onto a web server that will in turn serve up
malware to unsuspecting clients. These clients may find their credentials or personal
information exfiltrated as a result.




FEASIBILITY STUDY:
A feasibility study is a test of system proposal according to its workability, impact on
the organization, ability to meet user needs and effective use of resources. The
objective of feasibility study is not to solve the problem, but to acquire a sense of its
scope. During the study, the problem definition is crystallized and aspects of the
problem to be included in the system are determined, consequently costs and benefits
are estimated with greater detail at this stage. The result of the feasibility study is a
system formal proposal. This is simply a form of documenting or detailing the nature
and scope of proposed solutions. The proposal summarizes what is known and what is
going to be done. Three key considerations involved in the feasibility analysis:
 Economic feasibility
 Technical feasibility
 Operational feasibility







ECONOMIC FEASIBILITY: 
Economic analysis is the most frequently used
method for comparing the cost with the benefit or income that is expected from
developed system. A system can be developed technically and that will be used if
installed must still be a good investment for the organization. In the economical
feasibility, the development cost in creating the system is evaluated against the
ultimate benefit derived from the new systems. Financial benefits must equal or
exceed the costs.

TECHNICAL FEASIBILITY: 
The feasibility center on the existing computer
system (software, hardware) and to what extend it can support the proposed addition.
The technical issue usually raised during the feasibility stage of the investigation
includes the following:
 Does the necessary technology exist to do what is suggested?
 Do the proposed equipments have the technical capacity to hold the data required to
use the new system?
 Will the proposed system provide adequate response to inquiries, regardless of the
number or location of users?
 Can the system be upgraded if developed?
 Are there technical guarantees of accuracy, reliability, ease of access and data
security?
OPERATIONAL FEASIBILITY:
Proposed projects are beneficial only if they can be turned out into information
system. That will meet the organization’s operating requirements. Operational
feasibility aspects of the project are to be taken as an important part of the project
implementation. Some of the important issues raised are to test the operational
feasibility of a project includes the following: -
 Is there sufficient support for the management from the users?
 Will the system be used and work properly if it is being developed and
implemented?
 Will there be any resistance from the user that will undermine the possible
application benefits?
This system is targeted to be in accordance with the above-mentioned issues.
Beforehand, the management issues and user requirements have been taken into
consideration. So there is no question of resistance from the users that can undermine
the possible application benefits. The well-planned design would ensure the optimal
utilization of the computer resources and would help in the improvement of
performance status.
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SYSTEM REQUIREMENT SPECIFICATION
INTRODUCTION
Purpose: The main purpose for preparing this document is to give a general insight into the analysis and requirements of the existing system or situation and for determining the operating characteristics of the system. This document provides details about the entire software requirements specification for the Complete Web Vulnerabilities Scanner. The project Complete Web Vulnerabilities Scanner is aimed at developing a web-based Scanner of a all company and organization.

Scope: This Document plays a vital role in the development life cycle (SDLC) and it
describes the complete requirement of the system. It is meant for use by the developers and will be the basic during testing phase. Any changes made to the requirements in the future will have to go through formal change approval process.


FUNCTIONAL REQUIREMENTS:


OUTPUT DESIGN
Outputs from computer systems are required primarily to communicate the results of
processing to users.
They are also used to provide a permanent copy of the results for later consultation. The
various types of
outputs in general are:
1 External Outputs, whose destination is outside the organization,.
2 Internal Outputs whose destination is with in organization and they are the
3 User’s main interface with the computer.
4 Operational outputs whose use is purely with in the computer department.
5 Interface outputs, which involve the user in communicating directly with








SYSTEM CONFIGURATION:
The successful running of any project primarily depends upon hardware and software used in its compilation. The hardware used in the machine should be such that it supports the software that is to be mounted for assembling the project. This project deals with the
hardware and software, which is available readily and easy on each and every machine given to the user.




Hardware Requirements:
Machine : Pentium IV or higher
Clock Speed : 500 MHz or higher
System Memory : 512 MB and above
Hard Disk Space : 20 GB and above
Software Requirements:
Operating System : Windows XP / 7 or higher
Web Server : Xampp server, Wampp Server
Front-end : Python, Bash, NMAP, MassDNS
Communication Requirements:-
Web Browser IE-9, Chrome 28, Firefox 18 or higher version.
Local intranet and internet protocols.
Supports all HTTPS,SMTPS and POP3 services























SYSTEM DESIGN
Modules of project
Software design sits at the technical kernel of the software engineering process and is applied
regardless of the development paradigm and area of application. Design is the first step in the
development phase for any engineered product or system. The designer’s goal is to produce a
model or representation of an entity that will later be built. Beginning, once system
requirement have been specified and analyzed, system design is the first of the three technical
activities -design, code and test that is required to build and verify software.
The importance can be stated with a single word “Quality”. Design is the place where quality
is fostered in software development. Design provides us with representations of software that
can assess for quality. Design is the only way that we can accurately translate a customer’s
view into a finished software product or system. Software design serves as a foundation for
all the software engineering steps that follow.
Without a strong design we risk building an unstable system – one that will be difficult to
test, one whose quality cannot be assessed until the last stage.
During design, progressive refinement of data structure, program structure, and procedural
details are developed reviewed and documented. System design can be viewed from either
technical or project management perspective. From the technical point of view, design is
comprised of four activities –
architectural design, data structure design, interface design and procedural design.












Flow Chart diagram
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DATAFLOW DIAGRAM
Dataflow diagram is used to define the flow of the system and their resources .It is the way of
expressing system requirements in a graphical manner. It is one of the most ingenious tools
used for structured analysis. It is the starting point of design phase.
A full description of a system actually consists of a set of data flow diagrams. Using two
familiar notations Yourdon, Gane and Sarson notation develops the data flow diagrams. Each
component in a DFD is labelled with a descriptive name. Process is further identified with a
number that will be used for identification purpose. The development of DFD’S is done in
several levels. Each process in lower level diagrams can be broken down into a more detailed
DFD in the next level. The lop-level diagram is often called context diagram. It consists a
single process bit, which plays vital role in studying the current system. The process
in the context level diagram is exploded into other process at the first level DFD.
The idea behind the explosion of a process into more process is that understanding at one
level of detail is exploded into greater detail at the next level. This is done until further
explosion is necessary and an adequate amount of detail is described for analyst to understand
the process.
[image: ]

ENTITY RELATIONSHIP DIAGRAMS
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Class Diagram:-
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USECASE DIAGRAM:
In designing an efficient and effective system it is important to consider usecase diagram.
Usecase diagram is one of the five diagrams in YML or modeling the dynamic aspects of the
system.usecase diagram is central to modeling the behavior of a system, a subsystem or a
class. Usecase diagram are more important for visualizing, specifying and make systems,
subsystems and classes approachable and view of how those elements may be used in
context.
[image: ]



[bookmark: _GoBack]SYSTEM TESTING
Testing is the process of executing the program to find if there are any errors. It is the final
verification and validation activity .In testing phase we have tried to affirm the quality of the
product. We have also tried to eliminate errors in the previous stages.
Why testing is done
Testing is the process of running a system with the intention of finding errors.
Testing enhances the integrity of a system by detecting deviations in design and errors in
the system.
Testing aims at detecting error-prone areas. This helps in the prevention of errors in a
system.
Testing also add value to the product by confirming to the user requirements.
Testing Principles
To discover as yet undiscovered errors.
All tests should be traceable to customer’s requirement.
Tests should be planned long before the testing actually begins.
Testing should begin “in the small” & progress towards “testing in the large”.
Exhaustive Testing is not possible.
To be most effective training should be conducted by an Independent Third Party
Testing Objectives
Testing is a process of executing a program with the intent of finding errors.
A good test case is one that has a high probability of finding an as yet




















STRATEGIC APPROACH TO SOFTWARE TESTING
The software engineering process can be viewed as a spiral. Initially system engineering
defines the role of software and leads to software requirement analysis where the information
domain, functions, behavior, performance, constraints and validation criteria for software are
established. Moving inward along the spiral, we come to design and finally to coding. To
develop computer software we spiral in along streamlines that decrease the level of
abstraction on each turn.
A strategy for software testing may also be viewed in the context of the spiral. Unit testing
begins at the vertex of the spiral and concentrates on each unit of the software as
implemented in source code. Testing progress by moving outward along the spiral to
integration testing, where the focus is on the design and the construction of the software
architecture. Talking another turn on outward on the spiral we encounter validation testing
where requirements established as part of software requirements analysis are validated
against the software that has been constructed. Finally we arrive at system testing, where the
software and other system elements are tested as a whole.
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