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1.1 INTRODUCTION


	Keystroke logging, often referred to as keylogging or keyboard capturing, is the action of recording (logging) the keys struck on a keyboard, typically covertly, so that a person using the keyboard is unaware that their actions are being monitored. Data can then be retrieved by the person operating the logging program. A keystroke recorder or keylogger can be either software or hardware. While the programs themselves are legal, with many designed to allow employers to oversee the use of their computers, keyloggers are most often used for stealing passwords and other confidential information. The effectiveness of countermeasures varies because keyloggers use a variety of techniques to capture data and the countermeasure needs to be effective against the particular data capture technique.

	Keystroke logging, also known as keylogging, is simply tracking the keys that are struck on a keyboard. This  can  be  done  in  multiple  ways  using  a  wide  variety  of  hardware  devices  or software. The reason for its large threat to networks and their security is due to its covertness nature. Most keyloggers show no signs of any intrusion within the system allowing for them to gain typed information without anyone having knowledge of its actions except for the user who installed it. With the proper keylogger installed on the correct machine a person could easily gain access to a company’s entire network infrastructure. In terms of system critical data or extremely privileged information this could cause problems for a vast amount of people very quickly.

	Most keyloggers show no signs of any intrusion within the system allowing for them to gain typed information without anyone having knowledge of its actions except for the user who  installed  it.  With  the  proper  keylogger  installed  on  the  correct  machine  a  person  could easily gain access to a company’s entire network infrastructure. In terms of system critical data  or  extremely  privileged  information  this  could  cause  problems  for  a  vast  amount  of people very quickly.

[bookmark: _Hlk88419436]1.2 Literature Survey


	To recognize keyloggers all the more conceivably, it is significant for an individual to get a handle on top to bottom information about what keyloggers really is, how they are implemented, and understand different approach to it. To response this kind of queries we will discuss about different kind of algorithm proposed so far to overcome the problem and also the drawbacks of those proposed system. Key logging is a security trading off procedure which should be possible from multiple points of view. When an attacker gain physical access to your computer devices they can wiretap the physical hardware like keyboard to collect the valuable data of the user. This strategy is totally reliant on some actual properties, either the sound transmission created when a client is composing or the electromagnetic spread of a remote console (Martin Vuagnoux, 2009).

	External keyloggers or hardware keyloggers are small electronic device which is placed in between keyboard and motherboard, this procedure requires the attackers to have a physical access to the system which they are intended to compromise. Keyloggers are executed on the focused on machine to record client's keystrokes logging movement lastly giving over those private information to outsider (Thorsten Holz, 2009). Keyloggers are utilized for both lawful and illicit purposes. Keyloggers are generally utilized by assailants to take private information of an individual or an association. In past many credit card details have been compromised by attackers with the help of keyloggers. Henceforth, keyloggers are one of the most hazardous sorts of spyware till date, (Strahija, 2003).. He likewise suggested that expanding the allowable lengths of verification codes could drowsy down the assault, yet could now not change the straightforward situation.

	




1.3 Existing System

Since 2006, Keystroke logging has been an established research method for the study of writing processes. Different programs have been developed to collect online process data of writing activities, including inputlog, Scriptlog, Translog and GGXlog.
Keystroke logging is used legitimately as a suitable research instrument in several writing contexts. These include studies on cognitive writing processes, which include
· descriptions of writing strategies; the writing development of children (with and without writing difficulties),
· spelling,
· first and second language writing, and
· specialist skill areas such as translation and subtitling.
Keystroke logging can be used to research writing, specifically. It can also be integrated into educational domains for second language learning, programming skills, and typing skills.
	
	In the mid-1970s, the soviet union developed and deployed a hardware keylogger targeting typewriters. Termed the "selectric bug", it measured the movements of the print head of IBM Selectric typewriters via subtle influences on the regional magnetic field caused by the rotation and movements of the print head. An early keylogger was written by Perry Kivolowitz and posted to the Usenet newsgroup net.unix-wizards, net.sources on November 17, 1983. The posting seems to be a motivating factor in restricting access to /dev/kmem on Unix systems. The user-mode program operated by locating and dumping character lists (clients) as they were assembled in the Unix kernel.









1.5 Keylogger And its Type


1.5.1 What Is Keylogger?

Keystroke logging, often referred to as keylogging or keyboard capturing, is the action of recording (logging) the keys struck on a keyboard, typically covertly, so that a person using the keyboard is unaware that their actions are being monitored. Data can then be retrieved by the person operating the logging program. A keystroke recorder or keylogger can be either software or hardware.
While the programs themselves are legal, with many designed to allow employers to oversee the use of their computers, keyloggers are most often used for stealing passwords and other confidential information. Keylogging can also be used to study keystroke dynamics or human-computer interaction. Numerous keylogging methods exist, ranging from hardware and software-based approaches to acoustic cryptanalysis.
1.5.2 Types of Keylogger

Hardware-based keyloggers:
	Hardware-based keyloggers do not depend upon any software being installed as they exist at a hardware level in a computer system.
· Firmware-based: BIOS-level firmware that handles keyboard events can be modified to record these events as they are processed. Physical and/or root-level access is required to the machine, and the software loaded into the BIOS needs to be created for the specific hardware that it will be running on. 
· Keyboard hardware: Hardware keyloggers are used for keystroke logging utilizing a hardware circuit that is attached somewhere in between the computer keyboard and the computer, typically inline with the keyboard's cable connector. There are also USB connector-based hardware keyloggers, as well as ones for laptop computers (the Mini-PCI card plugs into the expansion slot of a laptop). More stealthy implementations can be installed or built into standard keyboards so that no device is visible on the external cable. Both types log all keyboard activity to their internal memory, which can be subsequently accessed, for example, by typing in a secret key sequence. Hardware keyloggers do not require any software to be installed on a target user's computer, therefore not interfering with the computer's operation and less likely to be detected by software running on it. However, its physical presence may be detected if, for example, it is installed outside the case as an inline device between the computer and the keyboard. Some of these implementations can be controlled and monitored remotely using a wireless communication standard. 
· Wireless keyboard and mouse sniffers: These passive sniffers collect packets of data being transferred from a wireless keyboard and its receiver. As encryption may be used to secure the wireless communications between the two devices, this may need to be cracked beforehand if the transmissions are to be read. In some cases, this enables an attacker to type arbitrary commands into a victim's computer.[18]
· Keyboard overlays: Criminals have been known to use keyboard overlays on ATMs to capture people's PINs. Each keypress is registered by the keyboard of the ATM as well as the criminal's keypad that is placed over it. The device is designed to look like an integrated part of the machine so that bank customers are unaware of its presence

Software-based keyloggers:

A software-based keylogger is a computer program designed to record any input from the keyboard. Keyloggers are used in IT organizations to troubleshoot technical problems with computers and business networks. Families and businesspeople use keyloggers legally to monitor network usage without their users' direct knowledge. Microsoft publicly stated that Windows 10 has a built-in keylogger in its final version "to improve typing and writing services". However, malicious individuals can use keyloggers on public computers to steal passwords or credit card information. Most keyloggers are not stopped by HTTPS encryption because that only protects data in transit between computers; software-based keyloggers run on the affected user's computer, reading keyboard inputs directly as the user types.



2. System Requirements

2.1 Aim:
	Build a keylogger in python which logs keys, gathers computer information, network information, gets the clipboard content, records the user microphone, and take screenshots of a computer screen.
	To recognize keyloggers all the more conceivably, it is significant for an individual to get a handle on top to bottom information about what keyloggers really is, how they are implemented, and understand different approach to it.

2.2 OBJECTIVE AND SCOPE

	A malicious programs having keystroke logging feature using an example of real-time online banking system. On the off chance that any of the capacities of the framework were erroneously actualized, they can conceivably give an assailant to get an admittance to a client's ledger. The loophole of this assaults may be removed without problems if the gadget continually ask for a completely new set of characters or alphabets whether or not login is a success. As the examination depend on individual positions and now not at the particular styles of character which are permitted inside the verification code, allowing codes to incorporate a more prominent assortment of characters could now not eliminate the weakness, in spite of the fact that it would perhaps improve security in different regards
	Various research studies have examined the current state of keyloggers and how they can play an invaluable role in cyber-security. Some university projects have provided very interesting data. Any non-physical technique used for capturing the keystrokes is called a software keylogger and is more destructive than hardware keylogger. These keystroke loggers can be installed in the Operating system, root directory, virtual machines as well as web-forms or any web-scripts.

[bookmark: _TOC_250008]
2.4 PROPOSED APPROACH

	Key logging is a security trading off procedure which should be possible from multiple points of view. When an attacker gain physical access to your computer devices they can wiretap the physical hardware like keyboard to collect the valuable data of the user. This strategy is totally reliant on some actual properties, either the sound transmission created when a client is composing or the electromagnetic spread of a remote console

2.5 System Requirement
· Hardware Requirement: 
· Intel i3 or higher Processor
· Minimum 4 GB RAM
· 250 GB Free Disk Space

· Software Requirement:
· Python IDE
· Text file for Backend or PostgreSql.





3. PROBLEM STATEMENT AND SOLUTION

3.1 PROBLEM STATEMENT
	Keyloggers or keystroke loggers are software programs or hardware devices that track the activities (keys pressed) of a keyboard. Keyloggers are a form of spyware where users are unaware their actions are being tracked. Keyloggers can be used for a variety of purposes; hackers may use them to maliciously gain access to your private information, while employers might use them to monitor employee activities.
	Keyloggers are implanted on a machine to intentionally monitor the user activity by logging keystroke sand eventually delivering them to a third party. We proposed a new approach to detect key loggers running as unprivileged user-space processes. To match the same deployment model, our technique is entirely implemented in an unprivileged process. As a result, our solution is portable, easy to install, and yet very effective. In addition, the proposed detection technique is completely black-box, i.e., based on behavioural characteristics common to all keyloggers. In other words, our technique does not rely on the internal structure of the keylogger or the particular set of APIs used for this reason; our solution is of general applicability. We have prototyped our approach and evaluated it against the most common free keyloggers. Our approach has proven effective in all the cases. Key loggers are increasing rapidly and are the number one threat on the internet. Users and businesses are unknowingly losing their data though these hacks.

3.2 PROBLEM SOLUTION
	Most antivirus companies have already added known keyloggers to their databases, making protecting against keyloggers no different from protecting against other types of malicious program: install an antivirus product and keep its database up to date. However, since most antivirus products classify keyloggers as potentially malicious, or potentially undesirable programs, users should ensure that their antivirus product will, with default settings, detect this type of malware. If not, then the product should be configured accordingly, to ensure protection against most common keyloggers.
Let’s take a closer look at the methods that can be used to protect against unknown keyloggers or a keylogger designed to target a specific system.
Since the chief purpose of keyloggers is to get confidential data (bank card numbers, passwords, etc.), the most logical ways to protect against unknown keyloggers are as follows:
· sing one-time passwords or two-step authentication
· using a system with proactive protection designed to detect keylogging software,
· using a virtual keyboard
Protecting against keyloggers covers a fairly standard security spectrum. That is, your online and personal digital security needs this level of protection on a day-to-day basis. There's a lot more than just keyloggers out there.

4. FEASIBILITY STUDY
4.1 Feasibility Study
	When executing, the keylogger typically first contacts the dropzone to retrieve configuration information. The configuration file commonly includes a list of websites that should be monitored for credentials and similar customization options for the malware. From an attacker’s perspective, such a modus operandi is desirable since she does not have to hardcode all configuration options during the attack phase, but can dynamically re-configure which credentials should be stolen after the initial infection. This enables more flexibility since the attacker can configure the infected machines on demand. By executing the keylogger within our analysis environment and closely monitoring its behavior, we can identify the dropzone in an automated way since the keylogger contacts the dropzone at an early stage after starting up.
	However, certain families of keylogger already contain all necessary configuration details and do not contact the dropzone: only after keystrokes that represent a credential are observed by these keyloggers, they send the harvested information to the dropzone. In order to study this in a more automated fashion, we need some sort of user simulation to actually simulate a victim V . Note that we do not need to generically simulate the full behavior of a user, but only simulate the aspects of user interaction that are relevant for keyloggers, e.g., entering credentials in an online banking application or logging into a webmail account. The keylogger then monitors this behavior and sends the collected information to the dropzone, and we have successfully identified the location of a dropzone in an automated way.

4.2 Operational:
	Most workstation keyboards plug into the back of the computer, keeping the connections out of the user's line of sight. A hardware keylogger may also come in the form of a module that is installed inside the keyboard itself. When the user types on the keyboard, the keylogger collects each keystroke and saves it as text in its own hard drive, which may have a memory capacity up to several gigabytes. The person who installed the keylogger must later return and physically remove the device to access the gathered information. There are also wireless keylogger sniffers that can intercept and decrypt data packets transferred between a wireless keyboard and its receiver.
	A common software keylogger typically consists of two files that get installed in the same directory: a dynamic link library (DLL) file that does the recording and an executable file that installs the DLL file and triggers it. The keylogger program records each keystroke the user types and periodically uploads the information over the internet to whomever installed the program. Hackers can design keylogging software to use keyboard application program interfaces (APIs) to another application, malicious script injection or memory injection

4.3 Economic 
 Great benefit most employers see immediately after installing a keylogger is an increase in employee productivity. Staff members that work on computers all day without monitoring often have lots of downtime. Unfortunately, this means the potential to waste time on other sites across the internet, such as social media or gaming spots. 
[bookmark: _GoBack]	Keylogger Increase the productivity of employees, they work honestly for their organization it is indirectly helps to grow business and increase the revenue of the organization.

5. Technology used:
Software-based keyloggers are computer programs designed to work on the target computer’s software. Windows APIs can be used to poll the state of the keyboard or to subscribe to keyboard events. We Are using Backend as a PostgreSQL. These fall into several categories. We are developing Windows API based Keylogger Application.
· Python
· Database
You can access the Python in Visual Basic.NET in two ways:
· Declare statement
· DLL Import.
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Class Diagram:
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Use Case Diagram:
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